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NMAP= Network mapper

NMAP anvander IP-paket for att ta reda pa detta om natverket :
1. Vilka datorer som finns
2. Vilka tjanster kors
3. Version av Operativsystem
4. Vilka brandvaggar
5. Skanna stora och smd natverk
6. Upptacka sékerhetsbrister

Det som skiljer NMAP fran andra portskanners ar att den
innehaller flera olika funktioner. Ibland vill man kanske
skanna nagot snabbt, ibland kanske man inte vill bli upptackt
(bra for att testa loggning pa till exempel en brandvagg), och
ibland kanske man vill specificera olika protokoll. For att
gora detta behtévs ofta flera olika skannerprogram, men inte i
fallet NMAP, som klarar av att utfora flera olika typer av
skanningar.

Kan koras med kommandon och grafiskt gréanssnitt.

Avancered skanning: Connect, SYN Stealth, FIN Stealth, Ping
Scan, UDP Scan, Null Scan, Xmas Tree, IP Protocol Scan, ACK
Scan, Windows Scan, RCP Scan, List Scan

FOor att undgd att upptackas: Decoys, Stealth scanning.
Programmet kor portar mot kanda tjanster. Anvands ofta av mer
anvandarvanliga program.

Mycket anvandbar om du t ex vill kontrollera dina
brandvaggsinstallningar pa din hemdator

Installera nmap (Windows)

Hamta programmet pa sidan :
http://www. insecure.org/nmap/nmap_download.html

® Kor installeringsprogrammet, folj anvisningarna.
®» Starta om.
® Klicka pa Nmapwin ikonen.



Fordelarna med NMAP

e Flexibelt. Stodjer dussintals av avancerade tekniker for
att kartlagga natverk med IP-filter, brandvaggar,
routrar. Programmet innehdller manga port skanners( bade
TCP och UDP),Upptéacka operativsystem, upptacka tjanster.

Programmet kan anvands pa alla OS.

e Gratis och oppen kallkod sa att man kan forbattra
programmet.

e Support: _Vid problem med programmet kan man mejla
fyodor@insecure.org:.

+ Mest nedladdade sakerhetsprogrammet och vunnit massa
priser.

o Rekommenderas av Microsoft ! (Las mer har. Langst ner pa
http://www.microsoft.com/serviceproviders/security/tools.

asp

Oppna en dos prompt och skriv -h for att f4 hjalp angdende
vaxlarna:

Kommandotolken

Microsoft Windows 20068 [Uersion 5.68.21951]
CC) Copyright 1785-2000 Microsoft Corporation

D:~>nmap —h

Mmap U. 3.88 Usage: nmap [Scan Typeds>] [Options] <host or net list>

Some Common Scan Types ¢'*' options require root privileges)

#* —zf TCP 8¥YM stealth port scan (default if privileged C(rootl>
—&T TGP connect<? port zcan <default for wnprivileged usewrs)

#* —zll UDPF port scan
—sP ping scan ¢Find any reachable machines)

#* —sF,—=sl.—sM Stealth FIM,. H3mas,. or Mull scan <{experts onlyl
—zRs—1 RPC-/Ildentd scan (use with other =can typeszl

Some Common Options (none are pequired. most can he combhined>:

% —() Use TCP-/IP fingerprinting to guess remote operating system
-p “ranger ports to scan. Example range: ‘1-1824,.18808.6666,.31337
—F Only scans ports listed in nmap—services
—y Uerhose. Its use iz recommended. Use twice for greater effect.
—PA Don't ping hosts (needed to scan www_microszoft.com and others)

#* —Ddecoy_hostl.decoy2l....] Hide scan using many decoys
—T <ParanoidiSneakyiPolite iNormalifAggressiveilnszane?> General timing policy
—ns/—R Hever do DHS resolutionsAlways resolve [default: sometimes resoluel
—oN/—0¥/—0G {logfile? Output normal/ZML-/grepable scan logs to {logfile’
—iL <inputfile> Get targets from file; Use *—* for =tdin

* —8 {your_IPrs—e <devicename? Specify source addrezz or network interface
——interactive Go into interactive mode <then pressz h for help?
—win_help Windows—specific features

Example: nmap —v —=s5% -0 www.my.com 122.168.8.68-16 "192.88-90_=_x'

SEE THE MAN PAGE FOR MANY MORE OPTIOMS, DESCRIFTIONS. AND EXAMPLES

Tretton olika sorters skanningsalternativ

TCP Connect:

Den enklaste skanningen ar TCP connect. Bygger pa metoden att
uppratta en anslutning 1 TCP protokollet Man skickar



Ett connect packet till den skannade datorn och vantar pa
svar. Alla portar som lyssnar pa connect kommer att svara. Pa
sa satt kan man latt avgora vilka portar som ar oppna for
kommunikation.

Nackdelen med TCP connect ar att den kan latt upptackas i1 den
skannade datorns loggfiler. En annan nackdel ar ocksa ar att
den ar latt att filtrera. Fordelen &r att denna metod ar
snabb.

SYN Stealth:

Det kravs rot privilegier(fulla rattigheter)for att anvanda
denna skanning.

Vi skickar ivag ett SYN paket. En SYN/ACK indikerar att porten
lyssnar.

En RST indikerar att ingen lyssnar. Om en SYN/ACK tas emot da
skickas en RST for att avbryta anslutningen.

FIN Stealth, Xmas Tree, Null Scan:

Det finns tillfallen nar inte SYN skanning fungerar. Eftersom
brandvaggar och paketfilter kan upptacka dessa sorters
skanningar.

Det hela bygger pa att portar maste svara pa dina probes
(stickprov) paket med en RST.

Medans Oppna portar inte bryr sig om dina skickade paket.

FIN skanning anvander ett FIN paket som stickprov.

Xmas tree satter flaggorna pa FIN, URG, PUSH.

Dessa tre skanningar funkar inte pa Windows OS.

PING skanning:

FOor att veta vilka datorer som fungerar skickar man ICMP eko
forfragningar.

UDP port skanning:

Man skickar noll byte UDP paket till varje port. Om ICMP
porten ar ondbar da ar porten stangd.

Nar vi vet vilka maskiner som ar aktiva da & nasta steg att
gora denna portskanning

IP protokoll:

Denna metod tar reda pa vilka IP protokoll som kdrs. Om ICMP

porten ar ondbar da ar porten stangd.

Idle skanning:



GOor en blind TCP port skanning. Med blind menas att inga paket
skickas fran var riktiga IP adress
ACK Scan:

Tar reda pd om brandvaggen endast ar ett paketfilter (som
endast hindrar SYN paket).

Metoden ar att slumpmdssiga ACK paket. Om RST kommer tillbaka
da ar portarna ofiltrerarde.

Window skann:

Samma som ACK skann forutom att den upptacker 6ppna portar,
filtrerade eller inte filtrerade.

RPC skann:

Denna metod Oppnar alla TCP/UDP portar och kontrollerar om det
ar RPC portar. Om s& ar fallet far man reda pa vilken version
som finns av programmen.

List skann:
Denna metod skriver ut en lista pa alla IP/Namn och gor DNS
resolution.

FTP bounce:

Skannar TCP portar fran en Proxy ftp server. D& kan man
kontakta en ftp server bakom en brandvagg.

Foljande alternativ kan valjas

Fragmentation:

Man delar upp IP paketen i sma bitar. Detta val anvands vid
SYN, FIN, XMAS eller NULL skanningar. Tanken ar att gora det
svarare for paket-filters och andra program att se vad du gor.

Get Identd Info:
Ger mojlighet att se anvandarnamn anslutna via TCP. Man kan
aven se om servern koérs som rot.



Resolve All:

Sager till NMAP att alltid kora (reverse DNS resolution) pa
malets IP adress. Detta go6r man normalt bara om maskinen ar
online.

Don"t resolve:
Reverse DNS resolution kors inte.

Fast Scan:

Du skannar bara de portar som finns 1 service filen som
foljer med programmet. Vilket ar snabbare an att skanna alla
65535 portarna.

OS Detection:
Ger mojlighet att identifiera en maskin med TCP/IP
fingerprinting.

Random Host:
Sager till NMAP att generera egna hostar att skanna. Genom att
valja nummer slumpvis.

Hastighet vid skanning

Finns sex olika alternativ

Paranoid:

Langsam. Men ger mojlighet att skanna utan att bli upptackt
av Vantar 5 min innan den sander nya paket.

Sneaky:
Liknande men vantar 15 sekunder innan den sander paket.

Polite:

Minskar belastningen pa natverket och belastningen pa
datorerna.

Normal :

Forsoker att skanna sa fort som mojligt utan att overbelasta
och missa portar.

Aggressive:

Insane:
Anvands for snabba natverk. Ar inte lika noggran nar den
skannar



SCREENSHOTS

TCP Connect Skanning

Microsoft Windows 2000 [Version 5.00.2195]
(C) Copyright 1985-2000 Microsoft Corporation

D:\> nmap -sT -PT -PI-O -v -T 3 62.88.181.34

Starting nmap V. 3.00 (www.insecure.org/nmap )

Host dator5889.161.gbgsd.se (62.88.181.34) appears to be up ... good.

Initiating Connect() Scan against dator5889.161.gbgsd.se (62.88.181.34)

Adding open port 139/tcp

Adding open port 25/tcp

Adding open port 1025/tcp

Adding open port 110/tcp

Adding open port 135/tcp

Adding open port 445/tcp

The Connect() Scan took 605 seconds to scan 1601 ports.

For OSScan assuming that port 25 is open and port 1is closed and neither are fi
rewalled
WARNING:
WARNING:

RST from port 25 -- is this port really open?
RST from port 25 -- is this port really open?

WARNING:
WARNING:
WARNING:
WARNING:
Insufficient responses for TCP sequencing (0), OS detection may be less accurate

For OSScan assuming that port 25 is open and port 1 is closed and neither are fi

RST from port 25 -- is this port really open?
RST from port 25 -- is this port really open?
RST from port 25 -- is this port really open?
RST from port 25 -- is this port really open?

rewalled

WARNING: RST from port 25 -- is this port really open?
WARNING: RST from port 25 -- is this port really open?
WARNING: RST from port 25 -- is this port really open?
WARNING: RST from port 25 -- is this port really open?
WARNING: RST from port 25 -- is this port really open?
WARNING: RST from port 25 -- is this port really open?

Insufficient responses for TCP sequencing (0), OS detection may be less accurate

For OSScan assuming that port 25 is open and port 1 is closed and neither are fi

rewalled

WARNING: RST from port 25 -- is this port really open?
WARNING: RST from port 25 -- is this port really open?
WARNING: RST from port 25 -- is this port really open?
WARNING: RST from port 25 -- is this port really open?
WARNING: RST from port 25 -- is this port really open?
WARNING: RST from port 25 -- is this port really open?

Insufficient responses for TCP sequencing (0), OS detection may be less accurate

Interesting ports on dator5889.161.gbgsd.se (62.88.181.34):
(The 1595 ports scanned but not shown below are in state: closed)

Port State Service
25/tcp  open smtp

110/tcp open pop-3
135/tcp open loc-srv



139/tcp open netbios-ssn

445/tcp open microsoft-ds

1025/tcp open NFS-or-1IS

No exact OS matches for host (If you know what OS is running on it, see http://w
ww.insecure.org/cgi-bin/nmap-submit.cgi).

TCPI/IP fingerprint:
SiInfo(V=3.00%P=i686-pc-windows-windows%D=12/4%Time=3FCF2907%0=25%C=1)
T1(Resp=Y%DF=N%W=0%ACK=S++%Flags=AR%Ops=)
T2(Resp=Y%DF=N%W=0%ACK=S%Flags=AR%Ops=)
T3(Resp=Y%DF=N%W=0%ACK=0%Flags=AR%O0ps=)
T4(Resp=Y%DF=N%W=0%ACK=0%Flags=R%Ops=)
T5(Resp=Y%DF=N%W=0%ACK=S++%Flags=AR%Ops=)
T6(Resp=Y%DF=N%W=0%ACK=0%Flags=R%Ops=)
T7(Resp=Y%DF=N%W=0%ACK=S++%Flags=AR%Ops=)
PU(Resp=Y%DF=N%TOS=0%IPLEN=38%RIPTL=148%RIPCK=E%UCK=E%ULEN=134%DAT=E)

Nmap run completed -- 1 IP address (1 host up) scanned in 628 seconds

D:\>

;_f_N‘ll:rl\fl,ll i : ; . T - = =] l‘.j.
 Host o ] sw ||
[f2esTB252

Hep | Eit |

| | J

Scan | Discover | Options | Timing | Fles | Service | Win32 |

~ Mode Scan Options
' Conrect Ik e T Warh e S || toR Bavge SUST [Live Dwscy ST |Founes Bosn
 SYNStealth  XmasTree  RCPScan !-Devioe !-Smcaﬁ.ddrm !'"BmceFurt
© FINSteath € IPScan " ListScan | | |
" PingSweep (" Idie Scan I~ Idie Scan Host
 UDPScan ACKScan [
e |
Starting nmap V. 3.00 [ www.insecurs.org/nmap ) =

o 2

|CMD: nmap -sT -PT -P1-0 -T 3628818292 W[ 7h1/03 [ 120432




SYN Stealth

Microsoft Windows 2888 [Uersion 5.80.21951
Gy Copyright 1985-2888 Microsoft Corporation

D:~>nmap —s8 -PT -PI -0 —v -T 3 62.88.181.34

Starting nmap V. 3.80 { wyww.insecure.orgsnmap 2
Host dator588%.161 .ghgsd.ze (62.88.181.34)> appears to be up ... good.
Initiating SY¥YN Stealth Scan against dator5889.161.gbhgsd.se <62. BB 181 .34>
Adding open port 135-/tcp
Adding open port 13%-tcp
Adding open port 44L./tcp
Adding open port 1825-tcp
The SY¥YMW Stealth Scan took 3 seconds to scan 1681 ports.
For O058can assuming that port 135 is open and port 1 iz closed and neither are f
irewalled
Interesting ports on datorSHB889.161.ghgsd.se <62.88.181.34>:
CThe 1597 ports scanned but not shown bhelow are in state: closed?
Etate fervice
OpENn loc—=sru
open nethios—ssn
OpENn microsoft—ds
open HFE—or-118
Egmute operating system guess: Windows Millennium Edition <Me>», Win 28088, or Win
TCP Sequence Prediction: Class=random positive increments
Difficulty=13252 <UYorthy challenge?
IPID Sequence Generation: Incremental

Mmap »un completed — 1 IP address <1 host wup? scanned in 4 seconds

Dz~




loNMapwinvizl =i}
Host: Scan I Stap |

|52.aa.1 82492

Help | Edt |

Scan |Disu:u:uver| Dptiu:unsl Timingl Filez I Sewicel W’in32|

~ Mode — Scan Options
" Connect © WullScan © window Scan i_ Port Range i_ — i_ Sounee Sean
* S¥M Stealth ¢ ¥mazTree ¢ RCP Scan [ Device e e —
" FINSteath ¢ IPScan ¢ ListScan | | |
" PFingSweep 1 ldle Scan [ Idle Scan Host
" UDP Scan " ACK Scan I

— Cutput

Sstarting amap ¥. 2.00 [ waat, iASECUre. orgsamap

Interesting ports on datorsz0z2.lel.gbgsd.se [(62.85.182.92]:

[(The 1557 ports scanned but not shown below are in state: closed)
Fart State Service

135 tcp open Toc-srw

133.5tCcp open nethios-ssn

445 StCp open microsoft-ds

1025 tCp open NFS-or-IIS

Remote operating system guess: wWindows Millennium Edition [Mel, Win 2000, ar Win=pP
Nmap run completed -- 1 IP address (1 host up) scanned in 19 seconds

i o

|CMD: nmap -s5 PT P10 -T 362.86.182.92 [ rrntns [ 1z4a27



Fin Stealth

t L Jer -
L] Copyrlght 1935 200A Microsoft Cnrporatlnn

D:~>nmap —sF -PT -PI -0 —v -T 3 62.88.181.34

Starting nmap U. 3.88 ¢ wuyw.insecure.orgsnmap 2
Host dator58B9_161 _ghgsd.se <62_.88.181.34> appears to be .-- good
Initiating FIN Scan against dator5889%_161.ghgsd.se <b62. BB 131 34)
The FIN Scan took 4 seconds to scan 1681 ports.
Harning: 08 detection will he MUCH less r»eliable because we did not find at least 1 open and 1
closed TCP port
All 1601 scanned ports on dator5889.161.gbgsd.se (62.88.181.34) are: closed
Too many fingerprints match this host for me to give an accurate 05 guess
TCP-/IF fingerprint:
k ibB6—pec—windows—windowsxD=124%Time =3FCF2ABG % 0=—1xC=1>
=@xACK=5++xFlags=ARx0ps=>
#ACK=0xFlags =Rx0ps=>
# W=@:ACK=8++xFlags=ARx0ps=>
PU{Hesp=Y»DF=NxT0S5 =8I PLEN=38%xRIPTL= 14B/RIPCR ExUCK=ExULEN=134»DAT=E>

Mmap run completed —— 1 IP address €1 host up? scanned in 8 seconds

D=~




Host: Scan I Stop |

|52.aa.1 82492

Help | Est |

Scan |Disu:u:uver| Dptiu:unsl Timingl Filez I Servicel 'W'in32|

— Mode — Scan Options
" Connect ' Mull Scan " Window Scan i_ Hol Renge i_ LY i_ Sounee Sean
0 SYM Stealth € ¥mazTree € RCP Sean I Devics I Souce Address | Source Fort
¥ FIN Stealh " IP Scan " List Scan | | |
" PingSweep € Idle Sean [T Idle Scan Host
" UDP Scan " ACK Scan I

— CDutpuit

F
Sstarting amap . 2.00 [ wWwaw, iNsecure.orgshmap —I
warning: 05 detection will be MUCH less reliable because we did not find at Teast 1
A11 160l scanned ports on datorez0z.lel.gbgsd.se [(62.88.152.927 are: closed

Too many Tingerprints match this host for me to give an accurate 0S5 guess

Nmap run completed -- 1 IF address (1 host up) scanned in 23 seconds

"
1 | 3

|CMD: rmap -sF T -PI-0 -T 3 62.88.182.92 [ [7/11/03 | 124830




Ping Sweep

t -
L Gupyrlght 1985 28086 chruauft Gurpuratlun

D:~Znmap sP -PT -PI -0 —v -T 3 62.88.181.34

Etarting nmap U. 3.88 ¢ wyww.insecure.orgsnmap 2
o tecp.udp,. or ICHMP scantype specified. assuming S¥YH Stealth scan. Use —sP if wou reall
nt to portscan Cand Jjust want to zee what hosts are up>.
Failed to reszolve given hostnamesIP: sP. Mote that vou can't wse 'smask’ AND ‘' [1-4,.7 1
le IF ranges
ost dator5887?_161 _gbgsd.se (62.88.181.34> appears to be up ... good.
Initiating 5¥M Stealth Scan against dator5887.161 .ghgsd.se <62. EB 181 .34>
Adding open port 445-/tcp
Adding open port 1825-/tcp
Adding open port 13%7-/tcp
Adding open port 135-tcp
he S¥M Stealth Scan took 4 seconds to scan 1681 ports.
For 053can assuming that port 135 is open and port 1 iz closed and neither are firewall:s
Interesting ports on dator5889.161_.gbgsd.se (62.88.181_34>:
(The 1597 ports scanned but not zhown below are in state: closed?
State Service
oOpENn loc—=sru
open nethioz—ssn
d oOpEN microzoft—ds=
1825 tcp open NFS—or-115
Remote operating system guess: Windows Millennium Edition (Me>». Win 2088, or WiniP
CP Sequence Prediction: Class=random positive increments
Difficulty=9733 Yorthy challenge>
IPID Sequence Generation: Incremental

map run completed — 1 IP address €1 host wup? szcanned in 6 seconds

TN
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UDP Scan

Microsoft Windows 20060 [Uersion 5.60H0.21951
CG>» Copyright 1985-2000 Microsoft Corporation

D:~Z>nmap sU -PT -PI -0 —v -T 3 62.88.181.34

Starting nmap U. 3.880 ¢ www.insecure.orgsnmap 2
Mo tcp.udp,. or ICHP scantype specified. aszuming SY¥YM Stealth scan. Use —sP if you really do
ant to portscan Cand just want to see what hostsz are up).
Failed to resolve given hostname~sIP: slU. MHote that vou can’'t use 'smask’ AND ' [1-4.7.1868-1
le IP ranges
Host dator5889.161.gbgsd.se <62.88.181.34> appearsz to be up ... good.
Initiating SYN Stealth Scan against dator5887.161.ghgsd.se (b2. BB 181 .34>
Adding open port 139-tcp
Adding open port 1825-tcp
Adding open port 135-tcp
Adding open port 445-tcp
The 8Y¥YW Stealth Scan took 3 seconds to scan 1681 ports.
For 088can assuming that port 135 iz open and port 1 is closed and neither are firewalled
Interesting ports on dator5889.161 _gbgzsd.ze (62.88.181.34>:
(The 1597 ports scanned but not shown below are in state: closed)

State Service

open loc—sru

open nethios—ssn

open microsoft—ds

open MFS—or—I18
Remote operating system guess: Windows Millennium Edition (Me>,. Win 2888, or WindAP
TCP Sequence Prediction: Class=random positive increments

Difficulty=7540 (Worthy challengel

IPID Sequence Generation: Incremental

Mmap run completed — 1 IP address <1 host up? scanned in 7 seconds

Dz




Huozt:

|52.aa.1 82492

Scan I Stop |
Help | Est |

Scan |Disu:u:uver| Dptiu:unsl Timingl Filez I Servicel 'W'in32|

— Mode — Scan Optiohz
Part R Use D - E
{~ Connect = Mull Sean " Window Scan i_ R TeneE i_ == I —
[ r‘ [
S'M Stealth wmaz Tiee RCP Scan I Device B Sousedddoss B Seures Pl
" FIN Stealth ¢ IP Scan " List Scan | | |
" PingSweep € Idle Sean [T Idle Scan Host
* LDF Scan = ACK Scan I
— CDutpuit

wWarning:

starting nmap Y.

3.00

[ waad, INSECUNE. OFQANmap
05 detection will be MUCH less reliable because we did not find at Teast 1
Interesting ports on datorszoz.lel.gbgsd.se ([(E2.858.152.92]:
[The 1454 ports scanned but not shown below are in state:

closed)

=

Fort State Service

137 /udp open nethiaos-ns

135, udp open nethios-dgm

445 fudp open microsoft-ds

coo udp open i5akmp

Too many Tingerprints match this host for me to giwve an accurate OS5 guess
Nmap run completed -- 1 IF address (1 host up) scanned in 29 seconds

< |

o

IEMD: nmap -sU -PT -FI -0 -T 3 62.85.152.92

B[ 711708 [ 124843



Null Scan

Microzoft Windows 2008 [Uerszion 5.80.21951
CC> Copyright 1785-28008 Microsoft Corporation

D:~Z>nmap sN -PT -PI -0 —v -T 3 62.88.181.34

Starting nmap U. 3.868 { wuw.insecure.orgsnmap 2
Mo tcp,.udp. or ICHP scantype specified. assuming SYW Stealth scan. Use —sP if you reall
n Cand Jjust want to see what hosts are upl.
Failed to resolve given hostname~sIF: sN. MNote that vyou can't use '~mask’ AND ‘[1-4.7.1
Host dator588%9_.161 .gbgsd.se (62.88.181_.34)> appears to be up ... good.
Initiating S¥YN Stealth Scan against dator5889.161.gbhgsd.se <62. BB 181 .34>
Adding open port 135.-/tcp
Adding open port 13%-tcp
Adding open port 1825-/tcp
Adding open port 445/tcp
The SY¥YM Stealth Scan took 3 seconds to scan 1681 ports.
For 0S55can assuming that port 135 is open and port 1 iz closed and neither are firewall
Interesting ports on dator5889.161_gbgsd.se (62.88.181_34):
CThe 1597 ports scanned but not shown below are in state: closed?

State Service

OpEN loc—sru

open nethios—ssn

OpEN microsoft—ds

open NFE—or-118
Remote operating system guess: Windows Millennium Edition (Me),. Win 2888, or WiniP
TCPF Sequence Prediction: Class=random positive increments

Difficulty=12252 <lorthy challenge?

IPID Sequence Generation: Incremental

Mmap run completed — 1 IP address €1 host wup? scanned in ¥ seconds

| LR



SO =
Host: Scan I Stap |

|52.ae.1 82.92

Help | Edt |

Scan |Disu:m-'er| Dptiu:unsl Timingl Filez I Servicel 'W'in32|

— Mode — Scan Options
" Connect &+ Mull Scan " Window Scan i_ o Beige i_ SLEEY i_ Dounce Sean
" S¥M Stealth ¢ XmasTree  © RCP Scan I Device B Soweedddess B Seures Pk
" FINSteath ¢ IPSean ¢ ListSean | | |
" PingSweep € |dle Sean [ ldle Scan Host
" UDP Scan " ACK Scan I

— Output

F
Sstarting amap V. 2.00 [ wWwaw, iNsecure. orgshmap —I
warning: 0S5 detection will be MUCH Tess reliable because we did not find at Teast 1
A11 160l scanned ports on datorez0z.lel.gbgsd.se [(62.88.152.9270 are: closed

Too many Tingerprints match this host for me to give an accurate 05 guess

Nmap run completed -- 1 IF address (1 host up) scanned in 24 seconds

"
4| | 3

|CMD: rmap -sM -PT -FI -0 -T 362.88.182.92 [ [17/11003 | 125026




Xmas Tree

CC> Copyright 1785-2U0U8 Microsoft Corporation
D:~>nmap =¥ —PT -PI -0 —v -T 3 62.88.181 .34

Btarting nmap U. 3.80 ¢ uwuu.insecure.orgsnmap 2
o tcp.udp, or ICHP scantype specified. assuming 3YMW Stealth scan. Use —sP if vou reall
Cand just want to zee what hosts are upd.
Failed to resolve given hostname~sIP: sX. Mote that you can't use 'mask’ AND ‘[1-4.7.1}
ost dator5887?_161 _gbgsd.se <62.88.181.34> appears to be up ... good.
Initiating 5¥MN Stealth Scan against dator5889.161.gbg=sd.se (62.88.181.34>
Adding open port 135-/tcp
Adding open port 445-tcp
Adding open port 13%7-/tcp
Adding open port 1825-/tcp
he S¥M Stealth Scan took 3 seconds to scan 1681 ports.
For 053can assuming that port 135 is open and port 1 i= closed and neither are firewall:s
Interesting ports on dator5889.161.gbgsd.se <62.88.181_34>:
(The 1597 ports scanned but not shown below are in state: closed)
State Service
oOpEn loc—=sru
open nethioz—ssn
g oOpPENn microsoft—ds
1 @25 tcp open NFS—or-115
Remote operating system guess: Windows Millennium Edition (Me>. Win 2088, or WiniP
CP Sequence Prediction: Class=random positive increments
Difficulty=2274 Horthy challengel
IPID Sequence Generation: Incremental

map run completed — 1 IP address ¢1 host wup? scanned in &6 seconds




Huost: Scan I Stap |

|52.aa.1 82492

Help | Est |

Scan |Disu:u:uver| EIptiu:unsI Timingl Filez I Sewicel Win32|

— Mode — Scan Optionz
" Connect " Null Scan " window Scan i_ Port Riange i_ Se2lies i_ Jodnee Sean
" 5¥M Stealth % ¥mazTree ¢ RCP Scan [ Device e e T —
" FINSteath " IPScan ¢ ListScan | | |
" PingSweep 1 ldle Scan [T Idle Scan Host
" UDP Scan " ACK Scan I

— Cutput

Y
Starting nmap V. 3.00 [ waaw. iRsSeCUre. orgsnmap J
warning: 05 detection will be MUCH less reliable because we did not find at least 1
A11 1601 scanned ports on datorszoz.lel.gbgsd.se [(62.85.152.927 are: closed

Too many Tingerprints match this host for me £o giwe an accurate 05 gQuUess

Nmap run completed -- 1 IFP address (1 host up) scanned in 22 seconds

w
1 | 3

|CMD: rmap - -PT Pl -0 -T 3 62.88.182.92 [ 37103 | 125130




IP Scan

icrosoft Windows 28088 [Uersion 5.8BH.21951
Gy Copyright 1985-28008 Microsoft Corporation

D:~Znmap =0 -PT -PI -0 —v -T 3 62.88.181.34

SBtarting nmap U. 3.88 ¢ uyuw.insecure.orgsnmap 2
o tecp.udp, or ICHP scantype specified, assuming S¥M Stealth scan. Use —sP if wou reall
Cand just want to see wvhat hosts are up>.
Failed to reszolve given hostnamesIP: =0. Mote that vou can't uwse '~smask’ AND ' [1-4,.7 1
ost dator5887.161 .gbgsd.se <62.88.181.34> appears to bhe up ... good.
Initiating S¥M Stealth Scan against dator5889.161_.gbgsd.se <62. EB 181 ._34>
Adding open port 445-/tcp
Adding open port 13%7-/tcp
Adding open port 1825-/tcp
Adding open port 135-/tcp
he S¥YM Stealth Scan took 3 seconds to scan 1681 ports.
For 05S5can assuming that port 135 is open and port 1 is closed and neither are Firewalls
Interesting ports on dator5889.161.gbhg=zd.se <62.88.181.34>:
The 1527 portsz scanned but not shown below are in state: closed>
State Service
open loc—=sru
oOpEN nethioz—ssn
open microzoft—ds
oOpENn MFS—or—I115
emote operating system guess: Windows Millennium Edition ¢Me>. Win 2008, or WinXP
CP Sequence Prediction: Class=random pozitive increments

Difficulty=13798 <Worthy challenge?
IPID Sequence Generation: Incremental

map run completed — 1 IP addres=s ¢1 host wup? =canned in 6 seconds




lonMapwinvias =10
Host: Scan I Stop |

|52.ae.1 gz.92

Help | Edt |

Scan |Disu:m-'er| Dptiu:unsl Timingl Filez I Servicel 'W'in32|

—Maode — Scan Options
" Connect " Null Scan " window Scan i_ Port Range i_ S lbeee i_ ounee Scan
5N Stealth ¥mas Tree ¢ RCF Scan  Devics ™ Souce Addess | Source Fot
" FINStealth & IPScan ¢ List Sean | | |
" Ping Sweep € |dle Scan [ Idle Scan Host
 UDPScan € ACK Scan I

— Dutput

F
Sstarting nmap V. 2.00 [ waw. insecure.orgsnmap —I
warning: 05 detection will be MUCH Tess reliable because we did not find at least 1
Interesting protocols on datorez0z.lel.gbgsd.se [(62.85.182.92]:

[The 250 protocols scanned but not shown below are in state: closed)

Frotocal State M atme

1 open icmp

2 open igmp

& open tcp

17 open udp

47 open gre

Too many Tingerprints match this host for me to giwe an accurate 0OS guess
Nmap run completed -- 1 IP address (1 host up) scanned in 22 seconds

"
1 | 3

|CMD: nmap 50 -PT -1 -0 -T 3 62.88.182.92 [ [ 125218




Idle Scan

Microsoft Windows 2008 [Uersion 5.88.21951]
(G Copyright 1985-2088 Microsoft Corporation

D:~>nmap I -PT -PI -0 —v -T 3 62.88.181.34

Starting nmap V. 3.88 ( wyuw.insecure.orgsnmap 2
Mo tcp,.udp,. or ICHP scantype specified,. assuming SYM Stealth scan. Use —sP if you reall
n ¢“and just want to see what hosts are up).
Failed to resolve given hostname~sIP: sI. Mote that you can't uue ’/mauk’ AND *[1-4.7.1
Host dator588%.161 .ghgsd.ze (62.88.181.34> appears to he up ...
Initiating S¥YH Stealth Scan against dator588%.161.gbgsd.se <62. BB 131 34>
Adding open port 1825-/tcp
Adding open port 135-tcp
Adding open port 13%-tcp
Adding open port 445-tcp
The 5¥YW Stealth Scan took 4 seconds to scan 1681 ports.
For 088can assuming that port 135 is open and port 1 is closed and neither are firewall
Interesting ports on dator588%.161 .ghgsd.se (62.88.181.34>:
CThe 1597 ports scanned but not shown helow are in state: closed>

State Seruice

open loc—srv

OPEN nethios—ssn

open microsoft—ds

OPEN NFS—or-115
Remote operating system guess: Windows Millennium Edition <Me>,. Win 2888, or WinHP
TCP Sequence Prediction: Class=random positive increments

Difficulty=6676 <Worthy challenge>

IPID Sequence Generation: Incremental

Mmap run completed — 1 IP address <1 host wup? scanned in 7 seconds

1R




=0l

Huozt:

Scan | Stop I

Help | Edt |

Scan |Disu:m-'er| Dptiu:unsl Timingl Filez I Servicel Win32|

— Mode —Scan Optiohz
Fort R Use D [” Bounce 5
" Connect © MullSean O Wwindow Scan i_ ornange i_ =m0 I —
SN Stealth € T " RCP S
=S maz 11=e can [T Device [ Source &ddress [~ Source Part
" FIN Steath ¢ IP Scan " List Scan | | |
" Ping Sweep % |dle Scan ¥ ldle Scan Host
i UDF Scan = ACK Scan I
— Output

Note:

Kl

starting nmap Y.

Host seems down.

IT it is really up,

2.00 [ waad, TASECUNE. OFgAImap
WARMNIMNG: Many people use -PO w/Idlescan to prewent pings Trom your true IP
but blocking our ping probes,
Nmap run completed -- 1 IF address (0 hosts up) scanned in 20 seconds

try -FO

-

IEMD: nmap -zl -PT Pl -0 -T 3 62.83.130.224

[ 371003 | 120078




ACK Scan

Microsoft Windows 2008 [Uersion 5.88.21951]
Gy Copyright 1985-2008 Microsoft Corporation

D:~>nmap —=A -PT -PI -0 —v -T 3 62.88.181.34

Starting nmap U. 3.80 ¢ wvww.insecure.orgsnmap 2

Host dator588%9.161.g9bgsd.se <62.88.181.34> appears to be up ... good.

Initiating ACK Scan against dator5889.161 .ghg=sd.se <62.88.181_.34>

The ACK Scan took 3 seconds to scan 1681 ports.

Warning: 05 detection will he MUCH les=s reliable because we did not find at least 1 op

t
All 1681 scanned ports on dator5887.161 _.ghgsd.ze (62.88.181.34> are: UNfiltered

Too many fingerprints match this host for me to give an accurate 05 guess
TCPAIF fingerprint:
SInfoll=3.88xP=1686—pc—windows—windowsxD=124xTime=3FCF3158x0=—1xC=—12
BxACK=8++xFlags=ARx0ps=>
d #“ACK=0xFlags=Rx0ps=2
T7 < Reszsp=Y+DF=M:W=0:xACK=5++xFlag==ARx0p=s=>
PU<Resp=Y=DF=NxTO0S=0:x1PLEN=38»RIPTL=148:»RIPCK=ExUCK=ExULEN=134=DAT=E>

Mmap run completed — 1 IP address <1 host wup? scanned in 8§ seconds

| LR




loNMapwinviza =]
Huost: Scan I Stap |

|52.aa.1 80.224

Help | Edt |

Scan |Disu:u:uver| Dptiu:unsl Timingl Filez I Servicel Win32|

~ Mode — Scan Options
" Connect = Mull Scan " windaow Scan i_ Port Range i_ Se2lies i_ Jounce Sean
" 5%M Stealth  © #mas Tree ¢ RCP Scan [ Device e e ——
" FINStealth ¢ IPScan ¢ ListScan | | |
" Ping Sweep € Idle Scan [T Idle Scan Host
 UDPScan % ACK Scan I

— Cutput

F
Sstarting nmap . 2.00 [ waea, insecure.orgsamap —I
warning: 05 detection will be MUCH Tess reliable because we did not find at least 1
A11 1601 scanned ports on datorSsz4.1el.gbgsd.se [(62.858.180.2240 are: UNTiltered
Too many fingerprints match this host for me to giwve an accurate 0S5 guess

Nmap run completed -- 1 IP address (1 host up) scanned in 4 seconds

"
1 | 3

|CMD: nmap -s4 -PT -PI -0 -T 3 52.68.180.224 | RGN BEGRE




Window Scan

icrosoft Windows 2888 [Uersion 5.80.21951
CG» Copyright 1985-28008 Microsoft Corporation

D:~Znmap sW -PT -PI -0 —v -T 3 62.88.181.34

Etarting nmap U. 3.88 ¢ uyww.insecure.orgsnmap 2
o tecp.udp,. or ICHMP scantype specified. assuming S¥HM Stealth scan. Use —sP if wou reall
Cand just want to szee what hosts are up>.
Failed to reszolve given hostnamesIP: sW. Mote that vou can't wse 'smask’ AND ‘' [1-4,.7. 1
ost dator5887.161.gbgsd.se <62.88.181.34> appears to bhe up ... good.
Initiating S¥M Stealth Scan against dator5889.161_.gbhgsd.se (62. EB 181 _34>
Adding open port 135-tcp
Adding open port 445-/tcp
Adding open port 1825-/tcp
Adding open port 137-/tcp
he S¥YM Stealth Scan took B szeconds to scan 1681 ports.
For 05S5can assuming that port 135 is open and port 1 is closed and neither are Firewalls
Interesting ports on dator5889.161.gbhg=zd.se <62.88.181.34>:
(The 1527 ports scanned but not shown below are in state: closed)
State Service
open loc—=sru
oOpEN nethioz—ssn
open microzoft—ds
oOpENn MFS—or—I115
emote operating system guess: Windows Millennium Edition ¢Me>. Win 2008, or WinXP
CP Sequence Prediction: Class=random pozitive increments

Difficulty=18915 <Worthy challenge?
IPID Sequence Generation: Incremental

map run completed — 1 IP addres=s ¢1 host wup? sz=canned in 4 seconds




vpwnviar i

Huost: Scan | Stap |

£2.88.160.224
| Help | Ext |

Scan |Disu:u:uver| Dptiu:unsl Timingl Filez I Servicel Win32|

— Mode — Scan Optiong
" Connect  NullScan % Window Scan i_ FRFEES i_ by i_ Jounece Sean
© SvN Stealth  XmaszTree  © RCP Scan [ Device I T ——
" FIN Stealth ¢ IP Sean " List Scan | | |
" PingSweep  © |dle Scan [ Idle Scan Host
" IDP Scan " ALK Scan I

— Cutput

F
Sstarting nmap Y. 2.00 [ wWwaw, iNsSecUre. orgsamap —I
warning: 05 detection will be MUCH Tess reliable because we did not find at least 1
A11 1601 scanned ports on datorSsz4,.lel.gbgsd.se [(62.88.180.2247 are: closed

Too many fingerprints match this host for me to gQiwe an accurate 0S5 guUess

Nmap run completed -- 1 IF address (1 host up) scanned in & seconds

"
1 | 3

CMD: nmap - -PT P -0 -T 3 62.88.160.224 [ [r7At0e 130207




RCP Scan

Btarting nmap U. 3.88 ¢ uwuu.insecure.orgsnmap 2
o tcp.udp, or ICHP scantype specified. assuming 3¥YMW Stealth scan. Use —sP if vou reall
Cand Jjust want to zee what hosts are upd.
ost dator5887.161.gbhgsd.se <62.88.181.34> appears to bhe up ... good.
Initiating S¥M Stealth Scan against dator5889.161._.gbgsd.ze <62. BB 181 _34>
Adding open port 135-tcp
Adding open port 13%7-/tcp
Adding open port 1825-/tcp
Adding open port 445-/tcp
he S¥YM Stealth Scan took B seconds to scan 1681 ports.
Initiating RPCGrind Scan against dator588?.161.gbhgsd.ze <62_.88_.181_34>
he RPCGrind Scan took B seconds to scan B ports.
For 05S5can assuming that port 135 is open and port 1 iz closed and neither are Firewalls
Interesting ports on dator5889.161.gbhg=sd.se <62.88.181.34>:
The 1527 portsz scanned but not showun below are in state: closzed>
State Service C(RPC>
open loc—=sru
oOpPENn nethios—ssn
open microzoft—ds
oOpEen NFS—or—I15
emote operating system guess: Windows Millennium Edition <Me?. UWin 2008, or WinXP
CP Sequence Prediction: Class=random poszitive increments
Difficulty=887Y8 <UWorthy challenge?
IPID Sequence Generation: Incremental

map run completed — 1 IP address ¢1 host wup? =scanned in 1 second




owapwinviat TaT
Host: Scan I Stap |
|52.aa.1an.224
Help | Edt |
Scan |Disu:m-'er| Dptiu:unsl Timingl Filez I Servicel 'W'in32|
— Mode —Scan Optiohz
Part Range Ilze Deco [T Bounce Scan
" Connect © MullScan © Window Scan i_ J i_ s I
SN Stealth  © ¥mazTree 8 RLCP Scan
[ Device [T Source Address [ Saurce Part
" FIM Stealth  © IP Scan W Ll Sean I I I
" PingSweep € |dle Sean ™ Idle Scan Host
" UDP Scan " ACK Scan I
— Output
astcp open discard ;I
13 /tcp open daytime
17 /tcp open qotd
18/TCcp open chargen
Z1/tCp open ftp
25 tCcp open Smtp
S0/t Cp open http
135/TCh open Toc-5tw
1339/tCcp open nethios-ssn
443 /tCp open https
445 ftCp open microsoft-ds
1025/ tcp open MFS-or-IIS
1027 tcp open IIS
Femote operating system guess: wWindows Millennium Edition (Mel, Win 2000, or Winxp —
Nmap run completed -- 1 IF address (1 host up) scanned in 1 secaond -
< Bl

IEMD: nmap -sA -PT -PI -0 -T 3 62.88.180.224

s [ 120439




List Scan

icrosoft YWindows 2800 [Uersion 5.8@_.21951
CC> Copyright 1785-2000 Microsoft Corporation

Dz~2>nmap sL -PT -PI -0 —v -T 3 62.88.181.34

Btarting nmap U. 3.80 ¢ wuu.insecure.orgsnmap 2
o tcp.udp, or ICHMP scantype specified. assuming 3YM Stealth scan. Use —sP if vou reall
Cand just want to zee what hosts are upd.
Failed to rezolve given hoszstnamesIP: sL. Mote that you can't use 'smaszk’ AND ‘[1-4.7.1}
ost dator5887?_161 _gbgsd.se (62.88.181.34> appears to be up ... good.
Initiating 5¥M Stealth Scan against dator5889.161.gbhgsd.se <62. EB 181 .34>
Adding open port 137-/tcp
Adding open port 1825/tcp
Adding open port 135-/tcp
Adding open port 445-/tcp
he S¥H Stealth Scan took B seconds to scan 1681 ports.
For O053can assuming that port 135 is open and port 1 iz closed and neither are firewall:s
Interesting ports on datorbhB889.161.gbg=sd.se (62.88.181.34>:
(The 1597 ports scanned but not szhown below are in state: closed?
State Service
oOpENn loc—srv
OpPEN nethios—ssn
d oOpENn microsoft—ds
1825 tcp OpPEN MFS—or-11%
Remote operating system guess: Windows Millennium Edition (Me>». Win 2088, or WiniP
CP Seqguence Prediction: Class=random positive increments
Difficulty=Y116 <Horthy challenge>
IPID Sequence Generation: Incremental

map run completed — 1 IP address <1 host wup? =scanned in 4 seconds

TN




loWMapwinvizs =]
Host: Scanh I Stop |

|52.aa.1 80,224

Help | Edt |

Scan |Disu:u:uver| Dptiu:unsl Timingl Filez I Sewicel 'W'in32|
— Mode — Scan Options
[ Port Range [ Use Decoy ™ Bounce Scan

{~ Connect = Mull Scan i~ Window Scan I I I
{ 5%M Stealth X T " RCP S
= fras s = [T Device [T Source Address [~ Source Port
= FIM Stealth " |P Scan f* Lizt Scan I I I
" PingSweep  © |dle Scan [~ Idle Scan Host
" UDP Scan " ACK Scan I

— Output

Sstarting amap ¥. 2.00 [ s iRSecCUre.orgsnmap
Host datorSez4.1el.gbgsd.se (82.88.180.2240 not scanned
Nmap run completed —-- 1 IP address (0 hosts up) scanned in 1 second

i o

|CMD: nmap -sL -PT -PI -0 -T 3 52.68.180.224 [T [r7A103 [ 130547







